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Abstract. In this paper we focus on intrusion detection in Mobile Ad
Hoc Networks (MANETS), we propose a novel method for intrusion clas-
sification based on a Non-Negative Matrix Factorization (NMF) model.
Feature vectors derived from statistics collected in the routing tables of
the mobile nodes are used to form an input matrix for the NMF algo-
rithm, which creates a behavior profile by building a matrix W of basis.
Such matrix is later used to test unseen vectors. The distance between
the test vector and its reconstruction is compared to a threshold level
to obtain a decision about the existence of normal behavior. The re-
sults of the simulations show that the method might be suitable for its
deployment in MANETS.

1 Introduction

A Mobile Ad hoc Network (MANET) is a low-cost, rapid-deployment, self-
configuring network of mobile nodes (and associated hosts) connected by wireless
links. Nodes cooperate one another forwarding packets so that each node may
communicate beyond its wireless transmission range. They are free to move form-
ing an arbitrary topology, which changes rapidly and unpredictably. MANETSs
have captured increasing interest as they are suitable for emergency situations.

Security is required in many MANET applications, including military op-
erations and disaster relief. However, MANETSs are vulnerable to a number of
attacks. At a communication level, an intruder can easily inject bogus packets
or eavesdrop on communication. At a network level. an intruder can easily at-
tempt a malicious router misdirection. MANET's vulnerabilities cannot always
be dealt with using techniques that were designed in the context of wired net-
works [1]. This is particularly the case for ad hoc routing: the routing problem
is magnified as soon as we no longer assume a trusted environment [2]. This is
because it is not easy to distinguish an ordinary change in the network topology
from a change caused by a collection of compromised nodes.
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Security mechanisms. such as authentication and encryption can be used as
the first line of defense against attacks in MANET. However, they still cannot
provide protection for attacks generated by a malicious inside node. Intrusion de-
tection mechanisms are necessary to detect this type of attacks. To mitigate the
problem, Intrusion Detection Systems (IDS), as a complementary mechanism, is
designed to protect the availability, confidentiality and integrity of critical net-
worked information systems. The goal of a IDS is to distinguish those nodes that
perform an attack, such nodes are known as intruders.

In recent years the problem of IDS for MANEts has been devoted an special
interest, there are a number of papers that have proposed different mechanisms
for IDS for MANET, such as [3-5].

In this paper, we focus on the problem of intrusion detection for MANETSs
in the network layer, we propose a IDS based on a Non-Negative Matrix Factor-
ization [6) model. Although NMF has been used previously in (7], for profiling
program and user behaviors for host-based IDS, it has not been applied yet in
MANETSs. This work presents results that show that NMF could be applied in
MANETs.

2 Intrusion Detection

Intrusion detection is concerned with the timely discovery of any activity that
jeopardizes the integrity, availability or the confidentiality of an IT system. A
Misuse Intrusion Detection System (MIDS) annotates as an attack any known
pattern of abuse. MIDSs are very effective in detecting known attacks but are
usually bad at detecting novel attacks. An Anomaly IDS (AIDS) annotates as
an attack any activity that deviates from a profile of ordinary computer usage.
Unlike MIDSs. AIDSs are capable of detecting novel attacks. However, they fre-
quently tag ordinary computer usage as malicious, yielding a high false positive
detection rate.

Depending on the activity it observes, an IDS can be placed at either of
three points: a host, a network or an application. A host IDS usually audits the
functionality of the underlying operating system, but can also be set to watch
critical resources. An application IDS scrutinizes the behavior of an application.
It commonly is designed to raise an alarm any one time the application executes
a system call that does not belong to a pre-defined set of system calls, built by
some means, an object-code analysis. A network IDS analyzes network traffic in
order to detect mischievous activities within a computer network. A denial of
service attack resulting from flooding a network with packets can be pinpointed
only at this level.

An IDS should perform a number of tasks. In particular, it should (8]:

identify the appearance of patterns of a known attack or of deviations from
normal computer usage;

identify flaws or vulnerabilities in the system configuration;

audit the integrity of critical system or data files; and

highlight user violations of a security policy.
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Additionally, an ad hoc network IDS should (1]

— not add any extra weakness to the computer system under surveillance;
— consume little system resources; and

— run continuously in a transparent manner.

2.1 Building an Anomaly detection Model

This work is focused on obtaining profiles from statistics computed from the
routing tables of the nodes of the MANET. Attacks can be presented in a great
number of ways, for instance an intruder node can fake routing information and
all nodes that receive such information might be building their routing tables
with erroneous entries. Another way to create an attack is by dropping packets,
thus the rest of the nodes would not be updating their routing information as

expected in absence of intruders. In both type of attacks. connectivity among
the nodes would be affected according to the severit

y of the attack. In our study,
we implemented random packet dropping attack which is a pattern distortion
technique.

In order to build an anomaly detection model, statistics of the routing tables
when intruders are not present in the MANET are considered. Such statistics
are then properly formatted to generate data vectors to train a classifier.

Once the learning phase has been performed, the classifier is ready to be
used to test unseen vectors. The result of the classification is a decision about
if the observed vector corresponds or not to a normal behavior. If an abnormal

behavior is obtained, then it is considered that an intruder is affecting the routing
protocol.

3 The Proposed Method

The proposal is based on non-negative matrix factorization, which is a method
aimed to represent data using non-negativity constraints. The idea is the repre-
sentation of a given object using the addition of its parts, which are considered as
Positive contributions to the whole object. NMF has been applied to many fields,
including face recognition and text classification tasks [6]. Considering that in-
trusion activities in MANETSs might affect audit data as positive contributions,
we propose the use of NMF for intrusion detection.

3.1 Non-negative Matrix Factorization

Given a database represented by a n x m matrix V, where each column is an
n-dimensional vector with positive data belonging to the original database (m
vectors), we can obtain an approximation of the whole database (V) by

Viu = ("VH)iu = Zr ‘ViuHau (1)

a=1
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Where the dimensions of the matrix W and H are n x r and r x m, respec-
tively. Usually. r is chosen so that (n + m)r < nm. This results in a compressed
version of the original data matrix. Each column of matrix W contains a basis
vector while each column of H contains encoding coefficients needed to approx-
imate the corresponding column in V. The following iterative learning rules are
used to find the linear decomposition [6]:

Hoy «— Hap 32:(Vip/(VH)ip)Wia (2)
“"in === "Via Z“(Viu/("VH)iu)Hau (3)
Wia +— Wia/ 2 Wia ()

The above unsupervised multiplicative learning rules are used iteratively to
update W and H. The initial values of I and H are fixed randomly. With
these iterative updates, the quality of the approximation of Equation 1 improves
monotonically with a guaranteed convergence to a locally optimal matrix fac-
torization [6)].

3.2 IDS Based on Non-negative Matrix Factorization

IDS Based on NMF includes three steps: features selection, classifier training,
classifier test and decision, as it is shown in Figure 1.
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Fig. 1. System Architecture.
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3.3 Features selection

Because we focus on routing attacks, we need to specify the trace data to be used
that will present evidence of normalcy or anomaly. We define a trace data as the
set of features aggregated into a single data set, which describes all changes in
routing tables for a single node. Routing tables have information to know the
next hop to reach a destination node and the number of hops for that route.
Due to the movement of the nodes, the routing tables are updated regularly.
These changes in the routing tables can be computed as features for a classi-
fier. Following the work described in intrusion detection of MANETs (3], and
based on our experiment results, we use features associated with routing caches
and topological movement of mobile nodes in order to characterize their nor-
mal changes. Figure 1 shows some fictional features for a node. All features are
detailed in Table 1 and the meaning of each feature is further e

xplained in the
Notes column.
Features Explanation Notes |
PCR

% of changed routes

Deleted and increased routing entries
PCH % of changes in the sum of hops

Average length of routes

PCB % of change of bad routes Broken routes
PCS % of change of stale routes Stale routes being removed
PCU % of change of updated routes

Routes updated via overhearing.

Table 1. Local features ad-hoc routing protocol

We use percentages as measurements because of the dynamic nature of mobile
networks (i.e., the number of nodes/routes is not fixed).

3.4 Classification Training

The data set for normal behavior represented by V' (which is the matrix transpose
of training data, see Figure 2) is approximately factorized into two matrices
Wiraining and H by the iterative updating rules given by Equations 2 - 4. Each
column of matrix Wiraining contains a basis vector, while each column of H
represents the coefficients needed to approximate the corresponding column in
V. Figure 2 shows that given a set of multivariate n-dimensional data vectors, the
vectors are placed in the columns of an n x m matrix V where m is the number
of examples in the data set. For instance, a column of matrix V contains a vector
data with the values of PCR, PCH, PCU, PCB, PCS and velocity at a given
time ¢, others columns of V' have the same features but taken at different times.
This matrix V is then approximately factorized in Wiraining and H.
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Fig. 2. NMF Classifier training.

3.5 Classification Test and decision

Equation 1 can be rewritten column by column as v = W h where v and h are the
corresponding columns of V' and H, respectively. Each vector v is approximated
by a linear combination of the columns of W, weighted by the components of h.
Based on this, it is found that given a columnn v of matrix Vies and using the basis
Wiraining learned from normal training data set, we can find a representative
vector of encoding coefficients h by the update rule in Equation 2, see Figure 3.
We then reconstruct v as v’ = Wirqining X .

t
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Fig. 3. NMF Classifier test.

The Euclidean distance given by Equation 5 between v and v’ is used to
calculate the similarity between these two vectors.

A=||v="1|*=norm(v-1) (5)

If the test data vector is normal, then it is expected that the test data vector
v will be very similar to its reconstructed version v’, and the resulting distance
between them will be very small. Therefore the testing vector is classified as
normal if

A<e (6)

where ¢ is defined as a threshold. Otherwise it is classified as intrusive, on
this property our intrusion classification model is based.
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4 Experimental Studies

In order to study how NMF classifier can be used to co
tion models for MANET routing,
experiments.

nstruct anomaly detec-
we have conducted the following simulation

4.1 Simulation Model

We chose one specific ad-hoc wireless protocol as the subject of our study, Ad-
hoc On-Demand Distance Vector (AODV) [9]. In the simulation, 50 mobile nodes
move in a 1000 X 1000 meter square region. We apply the random way-point
model to emulate node mobility patterns. The maximum pause time between
movements is 300 seconds, the minimal movement speed is 1 m/s, and the max-
imal movement speed is 20 m/s. 16 source-destination pairs
domly to generate Constant Bit Rate
The transmission range is set to 250 meters. We simulate a routing disruption
attack, where the attacker node drops packets belonging to the routing protocol,
the attacker was randonmly chosen among 50 nodes. We run the simulation 3000
seconds in order to get normal data traces from all nodes. For each data trace,
we collect (PCR, PCH, PCU, PCB. PCS and velocity) feature values every 3
seconds after a warm-up time period of 300 seconds. The data at the last 100
seconds are discarded. Values are treated in a similar way presented in previ-
ous works, in our case all features except the velocity are discretized into five
uniformly distributed levels, ranging from 0 to 100% while velocity feature is
discretized into 10 levels. We split the data collected during the 3000 seconds
simulation into 2 parts, the first one corresponding to the first 2400 seconds will
be used as training data and the rest 600 seconds will be used as normal testing
data. Data collected from the routing tables of all nodes forms the training and
testing vectors, each training data trace has 800 items and each normal testing
data trace has 200 items. In this way, we get 50 x 800 = 40000 items for train-
ing data, and 50 x 200 = 10000 items for normal testing data. To get data of
intrusive behaviors, we let the simulation run 600 seconds. For each run, we let
the attack script start at time 100 seconds, and ends at time 300 seconds. We
get 50 x 200 = 10000 items for intrusive testing data.

are selected ran-
(CBR) traffic as the background traffic.

4.2 Simulations results

For evaluation purposes of the detection performance of the proposed method,
we obtain Receiver Operating Characteristic (ROC) curves. An ROC curve is
a parametric curve that is generated by varying the threshold of the intrusive
measure, which is a tunable parameter. The ROC curve can be used to determine
the performance of the system for different operating points. The ROC curve is
the plot of False Alarm Rate, calculated as the percentage of decisions in which
normal data are flagged as intrusive versus Missing Alarm Rate, calculated as
the percentage of intrusive behavior falsely classified as normal. Training data
and test data are used to tune the parameters of the classifier. The dimension r
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is typically much lower then either dimension of matrix V. We have trained the
model using different basis r from 2 to 5 in order to determine a suitable value
of r. See Figure 4, among the ROC curves depicted the best results are obtained
for r = 3. It is interesting to observe that NMF classifier has different operating
points and we can be positioned in any point of the curve depending on the
necessities. For comparison purposes we run the simulation with the same data
using RIPPER [10], which is a well known rule based classifier. For RIPPER
it is obtained a false alarm rate (1.67%) and the missing alarm rate (71.26%),
which for many cases is not acceptable. Besides, it is not possible to adjust the
sensibility of the detection for RIPPER. However, with the NMF method it is
possible to adjust the operating point following a trade-off between the false
alarm and missing alarm rates.
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Fig. 4. ROC performance curves comparing NMF using from r = 2 to r = 5 basis and
RIPPER

In our experiments, we performed for training 50 iterations (update rules) of
the NMF algorithm while for testing phase we only performed 10 iterations. The
reason for this reduction in the number of iterations in the test phase relies on
the fact that the NMF algorithm converges quickly for normal test data while it
does not converge if the test data is abnormal. Table 2 shows the training times
of the classifier in seconds for different sizes of the training data. Despite the code
for NMF was not optimized, it is observed that our model is faster compared to
the classifier using RIPPER. In more detail, our model can learn from different
size of normal training data in a short time even if the the amount of audit
data is quite large. We measured the time to process test data of the proposed
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method for several amounts of data. the results are listed in Table 3. From the
results it can be concluded that performance of the NMF based method is very

attractive for real time applications where actions for response must be taken as
soon as possible.

|Training Data] NMF|RIPPER
40000 7.0300( 364.4
20000 3.1040[ 309.88
10000 2.1330f 233.25

5000 1.1930] 102.04
1000 0.9820( 43.17
500 0.9310[ 30.34

Table 2. Learning time(seconds) NMF vs. RIPPER

NMF would be suitable for scenarios where computational resources are lim-
ited since the processing is very fast. Another advantage of using NMF is that

if we want to update our model, we only need to update the matrix Wirainings
which results in a reduced computational cost.

Test Data Processing time

10000 5.7480
5000 2.4130
1000 0.4400
500 0.2400

Table 3. Testing time(seconds) using NMF for different size of testing data

5 Conclusion

The experiment results demonstrate that Non-Negative Matrix Factorization
might work on MANETS. Normal behavior profiles of a routing protocol can
be established and used to detect anomalies. However. more research has to be
done to obtain operating points with both low false and missing alarm rates.
Thus, less error rates should be reached to meet the typical goals for a real
IDS. Tt is suggested that the preprocessing stage should be improved for bett.er
performance of the detection methods. On the other hand, the model can easily
achieve real-time intrusion classification based on dimensionality reduction_ and
on a simple classifier. In the proposed method, NMF reduce the high dimensional
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data vectors and classifies in a low dimensional space with high efficiency and
low usage of system resources. The NMF algorithm does not seem sensible to
parameter selection, furthermore a small amount of data is sufficient to train the
classifier without reducing the performance. Updating the profiles can be easily
implemented in the NMF model, a number of iterations of the algorithm can be
used for updating purposes.

The low computational expense of the processing allows a real-time perfor-
mance of intrusion classification. Future work might involve research considering
more attack scenarios in MANETS, not only at the routing layer, but also at
other layers. More security-related features can be drawn after the analysis of
the threats. This could facilitate the construction of better detection models.
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